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Abstract: To address the issue of slow end-to-end link establishment in software defined network (SDN) controllers, a
novel dual-phase optimization method named ZHPro, based on zero-hop transmission and parallel flow rule deployment,
was proposed. In this method, the end-to-end link establishment process was divided into two phases: network address
resolution via the address resolution protocol (ARP) and link setup for upper-layer protocols. For the ARP address resolu-
tion phase, a zero-hop transmission mechanism was designed. By leveraging known host information and a precise uni-
cast strategy, hop-by-hop broadcasting was optimized into direct transmission to the destination port, whereby redundant
interactions between the control plane and data plane were eliminated. For the upper-layer protocol link setup phase, a
parallel flow rule deployment mechanism was designed. Through path planning, batch flow rule construction with dedu-
plication, and multi-channel parallel deployment, the performance bottleneck caused by serial flow rule deployment was
resolved. Extensive comparative experiments were conducted on various topologies based on real-world network topol-
ogy datasets. The results indicated that, compared with controllers such as open network operating system (ONOS),
OpenDaylight(ODL), and Ryu, the average end-to-end link establishment time was reduced by 90% with ZHPro. In
larger-scale networks, the efficiency was improved by 12.6 times compared to the ONOS controller. Furthermore, ZHPro
exhibits robust scalability.
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1) S,. = pkt.switch

2) P, = PacketParse(pkt.body)

3) hostMAC = P,.stcMAC

4) hostIP = null

5) if HasARP(P,.,)

6) hostlP =P, .ARP.srcIP

7) end if

8) if HasIP(P,,,)

9) hostIP = P, .IP.srcIP

10) end if

11) if hostlP and DB. QueryHost(hostMAC,
hostIP) == null then

12) T, = GetTime()

13) DB.InsertHost((hostMAC, hostIP), S,.., T,,..)

14) end if

23T ) Packet-In R SCESRIN,  S09% 10 4R S
CEDENL A RSO AT AT . 1 S A BL R M ot
HECENLE MAC HhE, W R4k 5 ARP, U
HYFH ARP 45 SC (35 1P kit o 2o 55 s TP 99 4%
B B R GR S, 0B A IP AR Sk H HCIP
hik o B I HE B — 0] b bk 75 FOHE Al
Bl B AAFAE PR L5 S B AL B W5 SR
17 2B e

FET RN B ENUE B e R fa sl as 130
7] X 2 H B X 3% ARP S SR o 24 H Ar £ HLIA B
I, HIEFER SN 2R i N ik SCiE i Packet-In VH
BEEE B EhlE, SEIMENUE SR E .

SR, 0 4 ) 2 LR 0 £ () It 488 o 5% 4
AT SC A M 1 1 T PR %k REVE AR . E A0 SR ANt
ITEREER, NaSHEEETBRIBAE 2R,
PRI AR RCE BTN, R TR E T e A E
UG B R H oy BEAT S/MEIRI %38 70 I 550925 2
PR o

k2 T RPERNE EAUE B

MWIN AT etx, HEAEFC DB

1)while ctx.running

2) H,,=DB.QueryAllHosts()

3) T, = GetTime()

4) for each Hin H,y,

5) if T, — H.timestamp > ctx.timeout
6) DB.DeleteHost(H)

7) ctx.ARPRequest(H.switch, H.IP)
8) end if

9) end for

10) Sleep(ctx.interval)

11) end while

YLAEJE I, EHUE B4 DR fE N — Ao
LR SIE AT . o Je ORI R b A I ENUE
BEES, whHEhE—A%E, AlEELET
W S, WK ENE B ES TR, H
F B IE — > ARP 1 RSO A% ENL R T
SRAF o

HUGERBRVPAGANT, J9 1 B AF iR Bk vy
W& S, ATERQPIIANREL, € {0,1}FR
STHALS, SR SR HR R L. A AHS,
Syt d L 0 G, fEHlEE T K Packet-Out, 447 S,
58, o Bk e
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T = iii ’ (2Ti,ctrl + PI,- + Poi) + nzlj’i ’ Ti,i+ 1(6)
=y =1

req

KM ST 3(6) 2, E 1 IR EDL, B
SDN uify 21| ity 4 % 22 v L FE N H E H I ARP ) 1% 58
W, SR, BRI RKE . AR T 3
RIFRAE RS BT A BB &AL, sl e
B 5 TR ARGV T, o TP BB TR

L=fU%J=?ZH“€%§i%” 0 (7)
H, Hy s ARPIRIRCHI H M ENL, H, o T
FEWRIAF LS 1 ENAE BEE . DB
S, (m <n)FIVHEEAN OB, ERE S, A KT ARP
WSCHATAERE, BT R B WML S, 1 1S, 4205, )
WA AR, HAR Ty, P AETTHR . 2T
ARP HihE AT B ) TAETE T 1)F12), BES &I T
2RI TR R EOEAG R A “ARP RS
2k WU b, FRSER T SRR SL 2R 1 2k 40l
PN T — RN R R SCAE S T ), B U 2R
FikFon “ARPJFER L& IE” HLHI &R KR
&4

Bl 5 HEGEHURMEEE T FBITAG RS “ARP /R 487
PR E

Z—: H, M H, K ARP-request. &% LI
Hy WAR P AT, 4% 6 3% P A E H, 4L
GRE. FEREAG R BRI EZBE TR, S, A
4 N P =(8,S.H,). P, ={(85,8.S)~ P;=
(8.8,.85 3 FAEABER AT, Py FI Py XTI LS N 5%
FEATAETEAN P28 AT 7 . ARP-request i i P,
Fik H,, H,RH 1) ARP-reply 4 S, L ik ¥l 4% )5,
PR I RO H, FHUE R . RIS 15 P, Al
P, L[ ARP-request 43 | £1]1% S¢ Fl S H- 4l Fik 5 4%
fil s, ShEEH A CA K ENH, B ENE R .
TR PEAL R B il T AR B A = 0F1 A5 =0, (Kt

P, P, 4% 1] ARP-request 73 5l 7E S 1 S5 b 2% 11
&4k, JF t i 8% B 8 K % % 7 ARP-request [
Packet-out £ S,

FH = H, W H, K ARP-request. 5 %
ARP-request (EA T S, )7 #EJ5, Hy /= A H Al R 2 b
AR K. MR, ARP-request #|iA S, f1 S, FF I
Rk, AT REBOTE IS, 1, 548N
0, i ARP-request 73 A 1E S, Ml S, /b 1EAEFE, IF
FH 4% il 28 B % K 3% 3 77 ARP-request [1) Packet-
out & S5,

G R RRHATAL, AT T ETAL AT
R AE R PR R B 25 b . BAKTI S, sk
ITHAFRIE FBROPA O S5 R, T R T AR E
AEHAL EIAT ARP HRSCH F Bk AL 5 . IR PR AL 45
RNA=0, WA BRI H a8l &
Packet-Out ¥ 2. #5717 ARP S, I8 H braZ e/l
FFi R I U BEAT BRRR AT JRE G AN 0 B )RR AR
HFI A o ), ZHAFHE ) L4k Packet-In A2 4
FLUR KT H ARP AR SCIRFEHIH S .

FEEIS G — 1, 2, =4 = 0 B IRAE TR
ATALIERE ARP G SRR SCE N Packet-Out ¥ &, JF
P EE TR 2 RS, &S, s
& H, 5 Ae B RSB SC

i bRk, B3 ROR T R AL A% DR
o ZEEEE VR IA RN EVUEE, 3h
ARE ARP R SCHIAE S T 2.

BR3 Tk
BN BIRIRSCpkt, HdEEERE DB

1)S,,. = pkt.switch

2)P,... = PacketParse(pkt.body)

3) if ISARP(P,)

4) arp=P~P,.ARP

5)  Hy =DB.QueryHost(arp.dstMAC)
7 if Hy,==null

8) H,, = DB.QueryHost(arp.dstIP)
9) endif

10) if Hy, ==null

11)  port= OFPP_FLOOD

12) P, = PacketOut(S,,, port, P,.)
13) else

14)  port= H,,.port

15) S, = H,,.switch
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16) P, = PacketOut(S,,, port, P,

17) endif

18) SendPacket(P,,)

19) end if

o, BIRERICK B A BLI Packet-In #) 3C,
FERAEHT FH A B W R SCR AN ARP i
K, N — P T ARPRCC N2, IF 2kl H
B MAC B IP Hhik 254 H s EAUEE . R HiRE
UG BAAFAE T84k e b, W4 BRI J7 0 4%
ARPIERK. BN, SRk EH N H AR LTRSS
AL T K Packet-Out ¥4 2, Fid it 48 e v @ AT 52
o fefE, REEHAT AR A B Packet-Out i 8
RIAEZAZHH -

Mz, BEREAE K2 AU OL T i S ARP
TR FIZBES 4k, DT I 2 0 9 % v ) T AR AR S
A HF A BARE Rk, MBI A B 7 iz
PL R PEREDE S . PUAbJE 1) T8 I AEAE A AT BLER R
F(6), ICHEBAL AT AR RN

N =250+ S0 (- 1= S (p+ D) (®)
i=1 =1 i=1

FEH FH 26 FHE R, TEMERL
il 75 ARP M ik fift B By Be 9 TAEE TE DA 2) R,
T =T, SHATNERN KL B ¥k
O(n); XT T, 005, HT SRS EN
H A5 B, (515 2 Bk 4% 5 ML ) i B i) &2 4% 2R
O(1). HIt, ZHLHIH ARP HhE fi# BT i BLE ()
FERENO). EEEHM2)T, RES5HA
77 FC I [A) 52 2% FE AR EEAT R FEFE R — B g, HIR
DR HE50% LL L, SEELT R EE A
PERESETT

FIEH, M H 2 G ENEHER, 7EARPHE
BEMRBTRY BB TAERS I )M 4) R, mTEkesc R
HENH MFE, FILZEAE L ) ARP Hubik 7
P Ba B R E N O (). ZERT, S50
A7 I TR A4 O (n) MHLL, ZBRALHHL ] 5L
LT ARP A HFERS (B 2 1 REIR T
3.3 RMMHIT T LS

RN AT TR R AL A% O F AR gD s
PP I AR OSC B RS B, BRI 74 A
MRS EREIE R, B2 EBEMELZ T
KRBT SEPLIR U () FFEAT K

TR AT B AZMLE TAER W E 6 . 4%

i BRI (BN BLICMP 4D ) Packet-In
HEPSERIbes bl i PRV VA= by RS ik el VS i P ]
PR Pt e S A X, 9 HARI — 2% A i
oo HA, REENRX KRR LR G AL
VAR B REXURRL RN, T ARy T A AR U £
PR I H R RRE B BRI DA RS S
XU ER AT £ B I 12 JE R o I St e
Nt Flow-Mod i &, 18 1d 2 L LR X L8731 B F
TR PAR X B RE B PR A o

DEERY 0

AW

i
i >
W .
B o msem

Match Field: H — H.
worEm |

2L

Action: i H 21 1}

Status- Status- 3T R R

Request Reply Flow-Mod
-7 \

— P
[ =3) 11 O"‘

Bl6  BHINIFAT T A ML TR

PRI, H AR R Y IBAE X e
AR R AT . M #H5 ICMP 15 3R 1) Packet-In 4] 3¢
FAFEH AR, BERR DR SRR O Je SR IR SO Tt
HEE GE/HMIP. JE/HKBMAC. Hhil A,
TRa & HE B L BT B R

AR et e A Wk b7 (Dijkstra) 5
ERAT AR . B DLUR E MR R S S,
N, HERENERER SRS, N R 2R
R R I AR I IR R R A . 5 R EVEA
[FR 2, X B 5] NIRRT AL R AE R 5

wy=a-T;+p-(1-r;) ©)
b, FORAHLS, B S, BEBR T F BT L5
o, PNFTHZH. ZBoH il shas @A W E2OR A
PRI B A dr th 2R R BEA, 90D I s YA R ) 22
eSS QINKTTAPIEE P

FEFRAE IR FE R, R U 2 I R A 1 A
T P 2 2 AR R A B S RN, A K
B I P AR 0 E SR S . BT S, %
il |2 & 1 ¥4 Hb 15) BT A5 OpenFlow %2 3 411 % 1% Stats-
Request 4 5o SZHMCENTE R S5, B =24 A 0
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I, E > = e AR SAE N B B, I T SR B i
A8 7ELFEA b, R TR, BT AR C
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NF

rcquircd|

_F
r= F

installed

(10)

required|

Hort, Fired 22718 S, BI.S, B 1 T 85 A A 3 22 4R
By Fioatied N ART AL _E D222 R .

WROU AT R R MLE TAER B 7 s, EF
B PN vl N 7= 1 1 WL I T %3 1
H 3RS H, #0855, oLk P, =
(85,.8,,8,) F1 P, =(S,,5,.S,) ik 1%, %t T P K
ﬁ H T 5 £ 2 AL 75 222 0L ) I A (R I X0ty 1

WE, HUCAS, BS, — LT EE T 4K, H
uaﬁ3ﬂ(&%~“&5ﬁﬁao,ﬁuuﬁﬁﬁ
0.75. Xf TP, E, HAGS MS, ERZHET 15K
EESRITHN (S, 5 %), S, I — 2N H
HIEARIRI Sy, IR AN ZEZHN, #r,
TN 025, 25 A FIR AR O EL I SE AT, B
AR SR BRI R AT R E B2 Py, AT
HEFARAN S E. R, 4H5H 85
B, SHheikiE P AR R TR .

[ U [ ity |4 EEEIEETER
H H, b, H,  H, P,
Hl H3 P S H Hz p,

H, H,
g 1.-% ‘a: Lo
H, _1

\\ ....... |
ESETAET @ ...... 7

H H P c- p [N F=3 Rt} -
HOH P e . 7?
3

7 JMGEAT R AL TR

FOPRIMER AN, ERMENH B H, )%
BRANG, FTFENBSE RGN BT
B o 2558 RN AR (S,,8,.+.8, ), TR AL AL B
NG RIS, (1 <i<n)BIE2 DT
i WIS

D) iEfm: VLECYR H B H B H, e, f8E 5
Hi O S BLS, .

2) Jelal: VCHECYR H, 2 H 1 H P, F8 e

s 2 S BLS, | B

R D) g UG B B e R DY e (X g
MAC 1P Hiuhib) K5 Hf UL RC SRR, /b B 2k
AR, AT AR S BAIE E D CAEER
TR, e UL B e AR R Ak H AN R
W E AL o

TE 58 IR AR IR S I R A s 0] v 5 ks
T B 8 2 2 T 4% T A R IS S A A P % B EA
o B HATEL NP S A BT BN K

mwa@u,AuﬁLT%ﬁﬁE,m =1

28 ELARIBORI IR b e PR AR P 71 ) 24 i 3]
Ui ERR LR . A, AW =P 2 i
FFAT T AR

PEHI SR N R BRI R F o\ 15 H AR 5L
BEAT o, RS e HLKL R B R R TR
{FFy o F Y(m<n)e BNTHEFAEHHIRZH
PLS, T BB A RN . RN, 356 fs4En 2
ANMSTH) N AGEIE, AN ETE N BN AEA TCP
B, BIEIELAEMSLPAT RN N KRB,
Xt N AZ $e bl 2 2% Barrier-Request ¥ 5. o 3 #eHLTE 57¢
J% 4 1l 38 TE Fir A Flow-Mod ¥ & ﬂLfEiFjEULIEI
Barrier-Reply. 4% il i 3= 4 #4218 i W 5 pr A d 1E 1Y)
Barrier Wi 5, SR Wit B 22 36 2 75 i oy

B ARE TR IAT TR 0. 4
e B E PRSI Packet-In i1 S BIARS, Hiky
S MY Packet-In 5 3 Hp (3845 XU 5 2, BEfS 18 H
BRI A e B LB A . TERRAE P BL, &
PONBRAE L HRE G S HAURE XA RO, I
R EE W ERELEAE . &l 2 mELR
1T RN, RANE1E R H R K% 5 Barrier
[ 25 WL 0 DR U 2225 56 Bl o

BiR4  mHNIAT N R EIE

I Packet-Infl 3C pkt, ##f 1 DB

1) H, H,= ExtractHosts(pkt)

2) G = DB.GetTopology()

3) path = PathPlanning(G, H,, H,)

4) Fom

5) for each S, in path

6) fwd = BuildFlow(S, H, H,)

7) rev = BuildFlow(S, H,, H,)

8)  Fow=FouU {fwd, rev}

=null
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9) end for

10) F,., = FilterExistingFlows(F,

11) C = CreateChannels(F,,)

12) for each ¢ in C

13)  SendBatchFlowMods(c.switch, c.flows)

14)  SendBarrierRequest(c.switch)

15) end for

16) WaitAllBarrierReply(C)

HA RATHEUREE, ARl T seg
I T T e, BT ERAAAL . R E 0 & 2 HRAL
fEfE e, 2%50Q), WA F TR B
EN

DB)

otal>

n n—1
Tstage2 =2 z(zTi,ctrl + PIz + PO;) + z Ti,i+ 1] (11)

i=1 i=1

C

0

FirBe1

1
Packet-In: p, (ARP-request) 5 ¥ H D H, % i ARP-request
1
Packet-Out: p (ARP-request)
T

T HATASE 2 10 2 B S T 5 1 3 e o
Teh,, = max, . jg{ D (T + PO[)1| (12)
SieCj

Horp, RIHTIBERE( <k<n), CHERRFN
WA HEES . SR EFFTHER (k=n)
HAZ | B AR I TCLI R, WA E 24O (n) Bf
HNO(1), SEILS LS RS TC G A E S E 22 BE I 4

TR (RS E T 10, BE TR BT m A AL
BESE &BEEMMRENAR, FHITHA
O(m + |E|), 5MZMBIRIFLIERTR . ZRTHE
R R FEI A R, RIS IR
BYER, HA RIFHATY M.

K FRAESE SR TS, ZHPro 3
) vy i 2 g SRR W 8 s . Ho, pR

ARPHbHE
AT R Bkt

Packet-In: p, (ARP-reply)

Packet-Out: p, (ARP-reply)

>
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1 }HzﬁﬂARP-reply
1

i,
i
1

ZHPro
S BT
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1
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1
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>
>

1
o SRET2: HFIH —p,

Flow-ModJ#47 F % : HF|H — p,

S FRIW2: HBH—p,

Bre 2 ) . !
RN acket-Out: p, (ICMP-request) J
IR "1 ICMP-request: p,
TRLIDFT s et o | LS, A s
1 : ) H £ ICMP-request
i 1
: 1 ) H % HICMP-reply
. 1 ICMP-reply : p, [N
S MRI2 1 1 ' S, LRI rp
L i:) H W EICMP-reply I
1 1
1
8 H % i ICMP-request :
\ [} »1 J Iﬁ
SR firh ! ICMP-request: p, 1 SR
I 1
B — i ICMP-reply:
S A2l ke aRa S, A2 el

~

! H I FIICMP-reply
1 H
! :

K8 RHIZHPro J& , SDN %4 2% b 1| iy 4 i 2 37 1 RIS 11 5 i B il 5 el R N P
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AR R IR 4, 45 ONOS. Ryu & ODL,
Forb ODL 376 B A2 Dy Rl S 3o S5 3 ) 2 P A T A
Ryu 5 ONOS ¥k H I U8 55 8 fROAS 1047 92 30 56 L
RTEXT LG, $E g8 A IS AT IR 29 Al A
e S A b, HECE N: AL Intel Xeon
Platinum 8368 (76 #%), W{F 512 GB, {432 TB,
#4E RGURCAY Ubuntu 20.04.

SEEG R FH 2 AN AT R A T I 245 40 41 48 4R The
Internet Topology Zool?Mf: #5574 Il 25 5 Ik 1)
i E s s . % 1 R 1 84l T Belnet. Tinet. Red-
Bestel. Deltacom /& UsCarrier 5 /™ #L 71 x| 2% 47 41 2%
B3

R R ARG B A S 2% IR P b A
K, ARG EIR R RS HR A . A L I N 2%
SRR, HA UMK

1) HiFE 2 #£ 14 :  Internet Topology Zoo £ M
AINTUP % (R R < 100 BIRAVE Ze 4% (75 04
> 1000 RGN, REAE 78 50 B0 Ik AN [R] ] 26 K
BN 7 S A B o

2) A gt B SR T I W 2% Hh AN SR
w, OFENE. B, MRS AN, DRSS
RAVAHS, R4 S Bl S O 4% PR 1) 2 2

3) HSME S al i A BT A R 3k T s br
W 26 T B AR, JBE G 1T SR N R T A R A I
(AN S el I A 2 A BT T R R B AR R () 5
W5t
42 FIXW

R A TR VPAY A SCHE H AR g 28] g 7 B 2 S [ AR
WHIENERE, ARV HILELIE. WE. A 4%

NIRRT (Al PSS N M. v

B9 JER TR ING MR, Bl ST H AL AL
IO, AN [ o) 5 1 vy 28] v B A N B () AR AL
#o WE9ORTLLAE W, ZHPro 7ETA MR ¥R M
R E R . BARI S, 24 W 2% FURE 3
300 & 22 H LI, ONOS [ B % 37 B [a] /& ik
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Il ZHPro X 75 103.8 ms, #H# T ONOS. Ryu fll
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